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TRAINING SERVICES

Logging & Reporting: New Features & Changes

* NAC Quarantine simplification

* Captive Portal

* HTTP header replacement for Virtual Servers
* IPv6

* TCP Reset when session automatically closed
* CoS Support

F::RTINET

FGT1-03-50005-E-20131120



FCNSA FortiGate Network Security

NAC Quarantine simplification

* Many quarantine options have been removed. They will
be added back in Future firmware versions.

* DLP sensor: only option is quarantine-ip to quarantine all
traffic from the IP address.

* Antivirus profile: only option is quar-src-ip to quarantine all
traffic from the source IP.
* IPS sensor: only option is block attacker's IP.

* IPv4 & IPv6 DoS-policies: only option is attacker to block
attacker's IP.

FZERTINET

Captive Portal

*In 5.0, Captive portal was a mechanism for capturing
authentication through the wireless

*In 5.2, Captive portal is used for capturing user
authentication on an interface (wireless or otherwise)
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HTTP header replacement for Virtual Servers

» By default, if http-ip-header is enabled in a virtual-server configuration
then as HTTP(S) traffic flows through a virtual server FortiOS either
adds an X-Forward-For header with the client's original IP address or
updates any existing X-Forwarded-For header with the client's IP
address. Some servers want the client's original IP address, but do
not want to use X-Forwarded-For and instead want a configurable
name to be used. The new attribute http-ip-header-name allows this
name to be defined.

» If defined, then any existing X-Forwarded-For header is removed.

FZERTINET

HTTP header replacement for Virtual Servers: CLI Config

config firewall vip

edit (vip name)

set type server-load-balance

set server-type https

Set http-multiplex enable

set http-ip-header enable

set http-ip-header-name <name of header to add>
end

* server—-type of http and http-mutiplex enable
are required settings to be use this functionality.
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IPv6: TCP Clamping

*5.0.x (and previous) and TCP Clamping for IPv4 (CLI
Only, per policy)

config firewall policy
edit (policy id)
set tcp-mss-sender [MSS value to set on egress traffic]
set tcp-mss-receiver [MSS value to set on ingress traffic]

end

* 5.2 adds support in IPv6 policies
» |IPv6
» NAT66
» NAT46/NAT64

=RTINET

IPv6: TCP Clamping (Wireshark)

$12038:1a37:e72f:1885

2038:1a37:e7.
12038:1a37:e7.
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IPv6: Reverse Path Forward (RFP)

* RFP support added for IPv6

id=13 trace_id=9 func=resolve_ip6_tuple_fast line=2737 msg="vd-root received a packet(proto=58, 2040::47:22272-
>2060::54:128)

from port1."

id=13 trace_id=9 func=resolve_ip6_tuple_fast line=2737 msg="vd-root received a packet(proto=58, 2040::47:22272-
>2060::54:128) from port1."

id=13 trace_id=9 func=resolve_ip6_tuple line=2828 msg="allocate a new session-0001d805"

id=13 trace_id=9 func=vf_ip6_route_input line=458 msg="reverse path check failed, drop"

id=13 trace_id=9 func=ip6_session_handle_no_dst line=2853 msg="trace"
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TCP Reset when session automatically closed

 Some protocols remain open but send no data unless there is a
change

» Example: RDP

» Connection is TCP based but no traffic is sent unless there is something from the
client or server to update

» Default Session timeout is 3600 seconds (1 hour)

» After 1 hour of no activity the FortiGate will close down the session. This could
result in the loss of connectivity and no error message on the client or server.
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TCP Reset when session automatically closed: policy

* Enabled in CLI per firewall policy

config firewall policy

edit (policy id)

set timeout-send-rst enable

end

F:RTINET
CoS: What is it?
* Class of Services (COS)

» Defined by 802.1p IEEE standard

0 (lowest) BK Background

1 BE Best Effort

2 EE Excellent Effort

3 CA Critical Applications

4 VI Video (< 100 ms latency and jitter)

5 VO Voice (< 10 ms latency and jitter)

6 IC Internetwork Control

7 (highest) NC Network Control
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CoS: What does it look like in the packet?

+ a 3-bit field within an Ethernet Frame of TCP/IP Layer 2.
» Part of the 802.1q tag extension for Vlans

L

ORIGINAL UNTAGGED FRAMEIDesu'mtm MACacdvcssl Source MAC address V:f;;l Payload I CRC/FCS
wwsrores TG REE LR LT T RG]

Frame
Check

Sequence

12.1q is

TAGGED FRAME I Destination MAC acdvcssl Source MAC address

NUMBEROFBYTES| 1] 2[ 3] 4] 5 6] 1] 2[3]4[5]6

xpar iew
802.1Q TAG TPID = 0x8100 PRIORITY JEFI
numseroFers{ 1] 23] 45| 6] 78] 9]10]11]12]13]1415[16Q1| 2] 301
g
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CoS: Upgrading

* Previous firmware did not preserve the CoS information in
the packets. It was removed.

+ 5.2 will now (by default) preserve this information on
packets as they passes through

» May result in different network behavior since previously
information may have been stripped off.

F::RTINET

FGT1-03-50005-E-20131120



FCNSA FortiGate Network Security

CoS: Preserve or set?

* Value for CoS in the packets can be preserved or
modified on a per IPv4 or IPv6 policy basis

» <value> may be : 0,1,2,3,4,5,6,7,255 (255 means passthrough)

config firewall [policy|policy6]
edit (id number)
set vlan-cos-fwd (value)
set vlan-cos-rev (value)

end

F::RTINET
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VPN: New Features & Changes

* IPSec Wizard

* Menu Squish

» Automatically route addition

* Multiple interface support

* Authentication against groups
* IPv6 for quickmodes

* IKEV2 cookie notification

* DH Negotiation & Encryption

FZERTINET

IPSec: Wizard (GUI only)

* Creation and Editing of IPSec VPNs is done via the VPN
Wizard

* Only Interface based VPNs can be created through the Wizard
» Initial Tunnel up policy automatically created
» Route(s) automatically added (only Site-to-site)
» VPNs created from the CLI do not invoke the GUI Wizard

* Editing Interface VPNs automatically updates routes and
policies
* Unable to delete VPN created incorrectly
» Policy & Route(s) must be deleted first (object dependency)
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IPSec: Wizard Options

« Default templates stored for multiple devices

» Automatically set various phase1/2 to device defaults for 3 party
vendors

» FortiClient, FortiGate, Cisco, iOS, Andriod
» ‘Custom’ allows full access to all phase 1 and 2 settings

VPN Creation Wizard

@ Ve setup
Name

Template

B Dialup - FortiClient (Windows, MacOS, Android)
B Site to Site - FortiGate
@ Dialup - 05 (Native)

[ Dialup - Android (Native L2TP/IPsec)

@ Dialup - wall
@ Site to Site - Cisco

& Custom VPN Tunnel (No Template)

) e |

ERATINET

Menu Squish

* 5.0 saw the start of a large push to “Make the FortiGate
easier to configure”

* Rather then 2 separate menu options IPSec and
SSLVPN are moved into a single menu

» Not the only section where this has happened N

* Manual Key

* Concentrator

* Wizard

* Tunnel Templates
& ssL

* Portals

* Settings

* Personal Bookmarks

* Realms
@ Monitor

* IPsec Monitor

* SSL-VPN Monitor
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IPSec: Policy VPNs in the GUI

* Creating policy VPNs in GUI requires enabling the option in

‘features’
» Create policy based VPNs via firewall policy using action ‘IPSec’ (or CLI)

= Admin Policy-based IPsec VPN @ =)
EFR A oimon = [ on ] TR
CH]
Router —_—
Action @ IPsec i
_0FF_ Web Cache
VPN Tunnel

@ Create New () Use Existing
@ Site-to-Site Dialup

Name

Remote FortiGate IP
Pre-shared Key

[ Allow traffic to be initiated from the remote site

F::RTINET

IPSec: Automatic route addition (CLI only)

* Intended for use with BGP over IPSec
* Previously the option was only available in phase 1 when
mode-cfg was enabled
» Can be used in phase 1 /phase 2 on any dynamic VPN

config vpn ipsec [phasel|phasel-interface|phase2|phase2-interface]
edit (vpn name)

set type dynamic

set add-route enabled (phase 1 and phase 2)
set distance [0-255] (phase 1 only)
set priority [0 - 4294967295] (phase 1 only)

* Automatically adds route to routing table when tunnel is
up
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IPSec: Multiple interface support

* IKE/IPSec Policys can now be set to include multiple
interfaces

» Eliminates need to configure duplicate VPN on a separate interface
for redundancy

» Works for both Policy and interface based IPSec tunnels
» Not possible via Wizard

Edit Policy

Incoming Interface portl X

port3 x
Source Address = all )
Outgoing Interface port2 X

portd X
Destination Address {6 test -~ @
Schedule 7 always X
Service 7 ALL hil 4
Action @8 IPsec .

_OFF . Web Cache

ERATINET

Authentication against groups

* Rather then specify the authentication groups in the
Phase 1, they can be specified within the VPN firewall
policy itself.

* Available for “Dialup” VPNs

» XAuth can be changed by editing the VPN after it's been created

XAUTH v X
Type Auto Server v
User Group Inherit Groups from Policy v

Incoming Interface
Source Address

Source User(s)
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IKEv2 cookie notification

When the FortiGate unit detects that the number of half-
open IKEv2 SAs is above the threshold value, to preserve
CPU and memory resources, the IPSec VPN dialup server
requires all future SA_INIT requests to include a valid
cookie notification payload that the server sends back.

RFC 5996, Section 2.6

 Exact value is hard coded (not configurable) and based
on the model.

» Small models 1000
» Larger models 10,000+

FZERTINET

IPv6 for quickmodes

» Address obijects in phase 2 quickmode selectors now
support IPv6 addresses
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DH Negotiation & Encryption

* Default DH group adjusted to include 14 and 5

* Support added for up to 3 DH groups in both Phase 1 and
Phase 2

« ECDSA-256, ECDSA-384, ECDSA-512 auth methods
added

» RFC 4754

F::RTINET
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VPN: New Features & Changes

* IPSec Wizard

* Menu Squish

* Automatically route addition

* Multiple interface support

* Authentication against groups
* IPv6 for quickmodes

* IKEV2 cookie notification

* DH Negotiation & Encryption

F::RTINET
Client Reputation: New Features & Changes
» Summary of Changes over 5.0.x
* Renamed and moved
F::RTINET
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Client reputation: Summary of Changes over 5.0.x

+ 5.0.0 any device can enable
» Monitoring is done via Client Rep monitor (available on 60+)
» Requires SQL logging enabled

« Patch 5 any device still can enable
» Now monitored via Threat History Widget
* Requires SSHD
* Requires Non-SOHO device

F::RTINET

Renamed and Moved

* Renamed to “Threat Weight”
» due to link with Threat History widget

System
Rout Threat Weight Definition
outer
@D Threat Weight Trackin
Policy & Objects i - g
Application Protection Malware Protection
Security Profiles K =
= ty { Botnet Applications @ | Malware Detected
Application Control ~ # )
@ Intrusion Protection I P2P Applications — Botnet Connection Detected
i
& Email iter S | proxy Applications Packet Based Inspection
@ Data Leak Prevention Games Applications Blocked by Firewall Policy
{8 vorp Intrusion Protection & Failed Connection Attempts
@ 1cap S Critical Severity Attack Detected Web Activity
[ advanced High Severity Attack Detected All Blocked URLS
* Web Rating Overrides |2 = Metdilim Severity Atiack Detecied o Visit to Security Risk Sites
" Wb Prie Eijemides Low!Saverky iladi Detaciel Visit to Potentially Liable Sites
=] Visit to Adult/Mature Content Sits
* DLP Fingerprint Informational Severity Attack isit to Adult/Mature Content Sites
e Detected Visit to Bandwidth Consuming Sites
e Risk Level Values
& monitor i Low 5 [ MED 10 | HIGH 30 & S s -
VPN
User & Device Apply
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TRAINING SERVICES

SSLVPN: New Features & Changes

* Overall Configuration Change
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Feature Overview — Motivation

* In relation to the Identity policy changes, the motivation
behind these SSLVPN improvements come from an NFR

“Customer feedback on VPN config is not good regarding doubled up policies,
hence the recommendation to put the session establishment right back in the
respective subsystems. Keep using the policy engine for traffic forwarding policy
purposes - SSLVPN and interface-mode IPSEC.”

“Elimination of the perceived complexity of the existing engine”

FZERTINET

Feature Overview — Remove SSL-VPN Policy Sub-type

* tunnel mode and web mode configurations will be unified
* identity-based configuration will be removed

* policy definition will be consistent with firewall policy in 5.2
* Changes:

* user can create 1 policy that covers both tunnel & web mode (as
enabled), and the SSL daemon will take care of installing the necessary
policies to the kernel

* Services will be used to also control the web portal service options
(currently found in SSL Portal Profile)

+ action will be allow/deny

« user/group will be configured, and also used for authentication
 Select “ssl.root (sslvpn tunnel interface” as source

« Device identification is not an option

F::RTINET
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Feature Overview — Prompt for conflict of ssl-vpn and admin GUI

* Our default admin HTTPS GUI port is 443. Also, the
default SSL-VPN port is 443.

* When both are enabled on the same interface, it will
cause a conflict.

* The default is that when both are enabled, we should let
SSL-VPN take a higher priority, this means when user
connect to 443 port that has both admin GUI and SSL-
VPN, we only show SSL-VPN GUI.

* We should have some a warning prompt in FOS to alert
user of this conflict.

FZERTINET

Feature Overview — SSL VPN GUI 'Settings' Improvements

* The current VPN > SSL > Settings page presents a big list
of random options which are not very easy to understand,
especially for low end users:

» Restricting Source IP is more like optional and not the most
important setting

» "Port Precedence" is very confusing what it's related to

» Assigning the IP Pool in this place only is useful for multiple portal
scenarios that want to use overlapping IP range (rare in low end)

» The items are not organized in an intuitive way
* New GUI consolidates these settings

F::RTINET
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Basic Setup, Step 1 — User/User Groups

1. Define the user/user groups to be allowed by the SSLVPN

System

Policy & Objects

Security Profiles

| ven

System
Policy & Objects

Security Profiles

yyyyy

F::RTINET

Basic Setup, Step 2 — VPN->SSL->Portals configuration

2. Add/Modify Portals adjust the behaviour of Web and

Tunnel mode SSLVPN portals that users are presented
with after login

System

Policy & Objects
Security Profiles.

F::RTINET
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Basic Setup, Step 3 — VPN->SSL->Settings

Configure the SSLVPN interface settings under

VPN->SSL->Settings

@8 Monitor Tdle Logout
Inactive For
Server Certificate e

Require Client Certiicate

Tunnel Mode Client Settings

Specfy WINS Servers

Allow Endpoint Registration

Authentication/Portal Mapping

the same SSL-VPN portal. The following table allows you to as:

@ Specify custom IP ranges

sign different portals

‘All Other Users/Groups

While the port conflict
doesn’t pose any
problems initially, it
will take over your
admin session if this
is not changed after
the rest of the config
is defined

F::RTINET

Basic Setup, Step 3 — Limiting Access

Connection Settings

Listen on Interface(s) wani

Listen on Port 8443

Restrict Access

Hosts Elall

Define how users can connect and interact with SSL-VPN portals on this FortiGate.

X

This is generally your external interface (i.e. wanl)

Web mode access will be listening at https://172.17.97.162:8443

Allow access from any host () Limit access to specific hosts

e

“Listen on Interface(s)” allows user to specify which interface(s) to
accept client connections from. This replaces the need to configure

a wan->internal policy for portal access in 5.0

Further restrictions can be applied with the “Restrict Access” Hosts

list

F::RTINET
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Basic Setup, Step 3 — Negated addresses

a source-address-negate option in CLI enables users to apply

negation to the list of hosts, thereby setting a list of “Restrict
Access” hosts to disallow

FGT60C # config vpn ssl settings
FGT60C (settings) # set ?

source-interface SSL VPN source interface of incoming traffic.
source-address Source address of incoming traffic.
source-address-negate Enable/disable negated source address match.
source-address6 IPv6 source address of incoming traffic.
source-address6-negate Enable/disable negated source IPv6 address match.

FGT60C (settings) # set source-address-negate enable
FGT60C (settings) # set source-address PC1

ERATINET

Basic Setup, Step 3 — Tunnel mode

Tunnel Mode Client Settings

Once connected in tunnel mode, clients will recieve these settings.

Address Range Automatically assign addresses @ Specify custom IP ranges
IP Ranges Click to add... -
DNS Server ® Same as client system DNS Specify

Specify WINS Servers

Allow Endpoint Registration

The Tunnel Mode Settings are defaults that apply to all tunnel mode

configs

The Address Range applies to all tunnels that have not explicitly

defined a range under the SSL->Portals Profiles

If the Automatically assign addresses option is chosen, the default

SSLVPN address range SSLVPN_TUNNEL_ADDR1 is used

Address Range ® Automatically assign addresses Specify custom IP ranges
Tunnel users will recieve IPs in the range of 10.212.134.200 - 10.212.134.210

F::RTINET
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Basic Setup, Step 3 — Default Portal & portal options

Authentication/Portal Mapping

By default, all users see the same SSL-VPN portal. The following table allows you to assign different portals
to different users and groups.

© Create New (& i |
sersGroups [ s |
&sslt full-access

All Other Users/Groups @

* Instead of configuring user groups & portal mapping under the Identity-
based policy (like 5.0), this is done under the SSL-VPN Settings page

+  “default-portal” allows users/groups not defined in the mapping to map to a
default portal. Proper firewall policies are still required for access
. Setting a default portal is required

FGT60C # config vpn ssl settings
FGT60C (settings) # show
config vpn ssl settings

FGT60C (settings) # config authentication-rule
FGT60C (authentication-rule) # edit 1
FGTB0C (1) # set
source-interface  SSL VPN source interface of incoming traffic.
set default-portal “web-access" users User name.

config authentication-rule groups User groups.
SSL VPN portal.
SSL VPN realm.

set portal "full-access" client-cert Enable/disable SSL VPN client certificate restrictive.
next cipher SSL VPN cipher strength.

end auth SSL VPN authentication method restriction.

end

edit 1 portal
set groups "ssl1" realm

F::RTINET

Basic Setup, Step 3 — Split Tunneling

*  The new “Routing Address” option on GUI ensures the addresses in
that list are routed through the FortiGate, while Split Tunneling is
enabled

Name

¥l Enal

v

full-access config vpn ssl web portal
edit "full-access”
ble Tunnel Mode

set split-tunneling-routing-address "192.168.77.0-Subnet"

Enable Split Tunneling

Routing Address 5 w
9 [ 192.168.77.0-Subnet x| Q e
Source IP Pools [ SSLVPN_TUNNEL_ADDRL  X| end
Client Options Save Password Auto Connect Always Up (Keep Alive)

» Upon connection from a PC, routes to this subnet are directed to the
SSLVPN GW

C:\Users\keithli>route print 192.168.77.0

IPv4 Route Table

Active Route:

Network Destination Netmask Gateway Interface Metric
192.168.77.0 255.255.255.0 10.212.134.201 10.212.134.200

:RTINET
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Basic Setup, Step 4 — Firewall Policy configurations

4. Create the appropriate firewall policies to authenticate

users and allow tunnel mode access
» In 5.0, a wan->internal sslvpn identity based policy with an action of
SSLVPN was needed to allow both web and tunnel mode traffic to
authenticate and pass through
» Respective ssl.root->internal policies were created automatically per
“auto-tunnel-policy enable” option

» In 5.2, the ssl.root->internal policy with an action of accept is
needed for successful authentication and allowing traffic to pass
through into the Lan

»  ssl.root->WAN requires if traffic will enter an SSLVPN tunnel from
the LAN

ERATINET

L]

Basic Setup, Step 4 — Firewall Policy configurations

Before a ssl.root->internal firewall policy is created, users
can neither access web mode nor tunnel mode

Message on the VPN->SSL->Settings page warns of this

|| security Profiles

SSL-VPN Settings.

System

Policy & Objects

create a new SSL-VPN policy using these settings I

-act with SSL-VPN portals on this FortiGate.

rally your external interface (i.e. wanl)

on Port BEE  :)a

& Admin HTTPS Conflict

* Tunnel Templates Listen
S st
portals

& Monitor

Restrict Access Allow access from any host @ Limit access to specific hosts
: Click to add. ~
@ Logout users when inactive for specified period () Never logout inactive users

300 (Seconds)

Require Client Certificate

F::RTINET
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Basic Setup, Step 4 — Firewall Policy configurations

Firewall / Network Options
@D AT

Use Dynamic IP Pool

@D Enable this policy

® Use Destination Interface Address

To allow both web mode and

tunnel mode access, only 1
firewall policy is required

Incoming Interface: ssl.<vdom>

Source Address: specify the address
range provided for tunnel mode
access. This field is meaningless
for web mode

Source User(s): specify the user
group(s) defined in the auth/
profile mapping under the VPN-
>SSL->Settings page

Outgoing Interface: specify the
network to allow access for

Destination Address: specify only
the network that is being allowed

F::RTINET

Basic Setup, Step 4 — Firewall Policy configurations

* Once the policy is created, you will notice 2 things:
»  This opens up access to the web portal

»  The Source access is defined by the “Restrict Access” hosts list

c

{3 betps://172.17.97.162:3443,

[ Login

(oo ) ]

remote/loginZlang=en v3| =
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Upgrade — A Basic scenario

—
© Create New [ Edit i Delete @ Section View ) Global View |

e —| ‘

[~ Destination] + Schedule |  Service | + Action | ™ NAT| ™ AV Wb Fittr Y Application Control ™ 1PS| T Emai Fiter  DLP| Y tog] — ~ Comt |

 internal - want (1 - 1)

1 1 Ean T always @ALL v Accept
v ssl.root (sslvpn tunnel interface) - wan1 (2 - 2)

8 3 Ean T always @ALL v Accept

v want - internal (3 - 3)

421 T always @ALL v Accept

422 T always @ALL v Accept

v Implicit (4 - 4)

4 Eall T always @ALL @ Deny

@ 5,385 Packets / 689.60 KB

@ 0 Packets /08

]
@

© Create New [

~ internal - wan1 (1- 1)
1 1 @an 3 always. @ALL v ACCEPT
v ssl.root (sslvpn tunnel interface) - internal (2 - 3)
3 2 @local @ always BAL v ACCEPT
9 3 Elocal 3 always @A v ACCEPT
v ssl.root (sslvpn tunnel interface) - wan1 (4 - 4)
8 4 Ean 7 always. QAL v ACCEPT

v Implicit (5 - 5)

5 @an @ always @ DENY

® Secion View O Giobal view [@ Search |

4,376 Packets / 687.65 K8

0Packets /08

0Packets /08

0 Packets /08

» Note the changes to firewall policies

F::RTINET

Upgrade

» The wan->internal policy has been replaced by a listening interface
» ssl.root->internal policies replace the ID based policies
» sslvpn-portal option is moved to SSL->Settings

config firewall policy
edit 3
set srcintf "wan1"
set dstintf "internal"
set srcaddr "all"
set dstaddr "local"
set action ssl-vpn
set identity-based enable
config identity-based-policy
edit 1
set schedule "always"
set logtraffic all
set groups "ssl"
set service "ALL"
set sslvpn-portal "full-access”
next
edit 2
set schedule "always"
set groups "ssl2"
set service "ALL"
set sslvpn-portal "web-access"
next
end
next

config firewall policy
edit 3

set srcintf "ssl.root"
set dstintf "internal"
set srcaddr "all"
set dstaddr "local"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all
set groups "sslI"
set nat enable

next

edit9
set srcintf "ssl.root"
set dstintf "internal"
set srcaddr "all"
set dstaddr "local"
set action accept
set schedule "always"
set service "ALL"
set groups "ssl2"
set nat enable

next
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Authentication: New Features

* New Authentication server type
* Maximum number of Guest users
+ SSO_guest_user behavior
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password

New Authentication server type: POP3/POP3S

* Authentication can now be done through an external
POP3/POP3S server

» Users would authentication using their email address and email

F::RTINET

Maximum number of Guest users

* Limit the maximum number of guest user per guest user portal

FortiWiFi 60C Beta 2 | 9 wﬁ Ei l Fi:RTINET
System
Router .
Policy & Objects. Type Fortinet Single Sign-On (FSSO) @ Guest  RADIUS Single Sign-On (RSSO)
Security Profiles. [7] Enable Batch Guest Account Cr
@
i o B ] Maximum guest account
allowed is 30
Reaured
DIRequired

(Guest Groups: Guest-group ~

Guest User Management

© Create New ¥ < Purge

Guest portal admin will getan
error when he attempted to m:\‘/’:‘;‘;
created more than the e
configured maximum account  :.zurs
azgiotew

l S3vraMbf

Maximum number of entries has been reached.

D Refresh

st login
st login

rst login

ok | [stlogin

st login

4 Hours after first login

4 Hours after first login
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Maximum number of Guest users: Administration

* If an administrator or Guest User Administrator attempts
to create more guest accounts then maximum allowed for
that group, they will get an error message.

Lli—— |

Maxrmam rumbes of ectnes has been reached
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SSO_guest_user group behavior

* If only passive authentication is enabled, and the user is
not part of any other group, then they will be considered

part of SSO_guest_user

* If passive and active authentication is used and the user
cannot be determined passively, then active
authentication will determine the user.

» Group membership will be based on the active username
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TRAINING SERVICES

SNMP: New Features & Changes

* USB Modem
* Per VDOM CPU & Memory
* AES256 support
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identification

USB Modem: Logs & Traps on detection and removal

* SNMP Traps and Log messages will be create when a
USB modem is plugged in as well as when it is removed
» Details include vendor id and product id for proper device
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Per VDOM CPU 7 Memory levels: Estimated

© Create New (& i =2

root NAT (V] ] 0%
vdom1 NAT (V] ] 0%
vdom2 NAT (V] ] 0%

Total Usage
! 0%

) 0%

) 0%
Total Usage

21%

T Operation Mode[ TEnablel _____vCcPu_____ [ YMemoy [ vimterfoces |

dmz

mesh.root (SSID: fortinet.mes... modem

ssl.root (sslvpn tunnel interfac.
wan2

ssl.vdom1 (SSL VPN interface)
ssl.vdom2 (SSL VPN interface)

internal

wanl
wifi (SSID: MooMoo416)

LabLocation_Charlie (global) # diag sys vd stats

vdom2 cpu:0% mem:0%
vdom1 cpu:0% mem:0%
root cpu:0% mem:21%
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AES256 Support

* Can be enabled from the CLI

config system snmp user
edit "test"
set priv-proto aes256
next

end

* No GUI support to set AES256 at this time

» At the moment most SNMP software does not have the option to
use AES256

» Setting is available if there is a security policy in place that requires
it
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